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ABSTRACT: To improve data reliability, accuracy and to
make effective and correct decisions using data collected
from the wireless sensor network, it is necessary to detect
the inconsistent data (outlier) caused by compromised or
malfunctioning nodes. Data aggregation is augmented to
eliminate the outlier data in the sensor network by
multivar iate analysis technique such as factor analysis and
mahalanobis distance. Factor analysis is a way to fit a
model to multivariate data to estimate the interdependence.
In a factor analysis model, the measured variables depend
on a smaller number of unobserved (latent) factors. The
mahalanobis distance is used to determine the similarity of
a set of values from an unknown sampZle to a set of values
measured from a collection of known samples. Combined
with factor analysis, Mahalanobis distance is extended to
examine whether a given vector is an outlier from a model
identified by factors based on factor analysis. In this paper
to ensure accuracy during the aggregation process, factor
analysis and mahalanobis distance methodologies are used
and the data inconsistency is optimized. The performance
graph shows that the Factor analysis and mahalanobis
distance detects outlier better than the principal component
analysis and subspace methods.
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1. INTRODUCTION

The Wireless Sensor Networks (WSNs) are
autonomous networks consisting of a large number of
sensor nodes. WSNs consist of hundreds or even
thousands of resource constrained nodes. Sensor is a
small, lightweight device which measures the
environment of physical parameters such as
temperature, pressure, relative humidity etc. Sensor
nodes are applied to perform measurements of some
physical phenomena [Aky02]. Due to the hostile
operation of sensor networks the sensor nodes are at
risk to attacks, leading to the injection of false data
into the network. This makes the data received at
base station inconsistent with the observed
phenomena or data. Thus the data integrity and
accuracy becomes a major issue [CES04]. WSNs are
powerful paradigm for many applications such as
target tracking in battlefields, habitat monitoring in
forest, environmental control and emergency
response system. It is also employed in several real
time monitoring systems like weather monitoring

[Sze04], environmental monitoring, vehicle tracking
etc. Due to the critical nature of such applications,
data integrity and accuracy problems become major
issues in WSNs. To keep data reliability and accuracy
high and be able to make effective and correct
decisions using data collected by WSNs, the problem
of erroneous data due to the existence of either
compromised or faulty nodes in the network becomes
of higher importance when data aggregation occurs.

In WSNs neighbor nodes sends data to the aggregator
nodes. Processing, caching and filtration are done by
aggregator nodes to get meaningful information and
thus by resending to sink nodes. Raw data are collected
by aggregators from the remaining nodes in the cluster
and summarizing is done by them to make the data
usable. Unnecessary transmissions are eliminated from
multiple sensors by aggregating the data and sending
accurate information to the base station is called data
aggregation in case of WSN's. Redundancies and faults
are eliminated using aggregation to improve the level of
accuracy [WDAOQ9]. Thus performing aggregation can
eliminate the redundancy and erroneous in data and
there by improving the level of accuracy. Outliers are
the metrics used to calculate the erroneous data, which
deviates from the normal pattern of any sensor's data in
WSN's.

Erroneous data termed as outliers in WSNs, are those
measurements which deviate significantly from the
normal pattern of sensor data. A key issue to extend
WSNs lifetime is reducing energy consumption. One
of the most important energy saving mechanism is to
exploit data aggregation. Elimination of unnecessary
packets transmission is done by data aggregators with
the help of filtering. Data aggregation reduces the
number of data packet transmitted and thus saves
energy. But at the same time, it also brings the largest
data latency because data from different sources may
have to be held back at an aggregator node in order to
be aggregated with data coming from other sources.
The remainder of this paper is organized as follows. In
section 2, we discuss related works on data
aggregation and outlier detection techniques. Section 3
describes the basic techniques involved in multivariate
outlier detection. Section 4 elaborates the outlier
detection process. In Section 5 we discuss the detail of
experimental results. Section 6 concludes the paper.
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2. RELATED WORK

Most of research efforts presented in the literature
have discussed the problem of developing of efficient
data aggregation mainly for energy savings and
minimization in sensor networks [BSO07, JSF06].
Prior work has rarely been concerned with the delay
of aggregation and accuracy together. In[THO05], a
spatial-temporal  correlation  analysis called
“abnormal relationships test” (ART) is proposed, to
detect outliers in the collected data. This method is
based on correlation coefficient tests between
neighboring nodes. Each node stores the tests in a
moving window, so any neighbour that starts
reporting deviating values that exceed a predefined
threshold is marked. Detection is achieved with
collaboration between the nodes so as to isolate the
problematic nodes.

The authors in [CP07, C+06, C+10b] have adopted
principal component analysis (PCA) for dimension
reduction and SPE to perform fault detection in the
residual space. Since SPE is sensitive to modeling
errors, it could increase the false alarm rate.
However, that technique requires the complete
knowledge of the density distribution function of the
collected data. The authors in [C+10a] design a
resilient aggregation using a robust estimation
obtained from data distribution based on a statistical
method.

The proposed approach affords an incorporated
technique of taking into consideration and merging
effectively correlated sensor data, in a distributed
hierarchical network, in order to disclose outliers
from the large dataset.

3. SYSTEM MODEL AND ARCHITECTURE

A sensor network is usually represented by a network
graph. An algorithm that correlates metrics from
neighbouring sensors is considered, to detect the
nodes containing anomalies in the corresponding
network graph. In order to decentralize the detection
algorithm, the sensor network is divided into groups
of sensors. Each group is controlled by a single
coordinator. Coordinator is the responsible for
processing the sensed data from the normal nodes in
the group. Coordinators do the role of aggregator
which aggregates and transmit data to the base
station. This aggregation process reduces the energy
consumption in order to avoid unwanted data
transmission.

Figure 1 shows a cluster based sensor network
organization. The cluster heads can communicate
with the sink directly via long range transmissions or
multi hopping through other cluster heads. In cluster
based approach, sensor nodes is divided into towards
the base station through a specific node called Cluster

Head (CH) taking care about the data aggregation
from ambient nodes. All nodes in the specific cluster
send its measured data to assigned CH performing the
summarization and aggregation tasks and transmit an
aggregated message to another CH or directly to the
base station.
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Figure 1. Cluster based sensor Network
4. MULTIVARIATE OUTLIER DETECTION

The objective of the multivariate outlier detection
algorithm is to provide an efficient and effective
methodology of combining data of heterogeneous
monitors that spread throughout the network and
analyzing interdependencies between variables in the
data set. Outlier detection is possible only when
multivariate analysis is performed, and the
interactions among different variables are compared
within the class of data [HCBOO]. In this paper, we
propose factor analysis as a multivariate technique to
identify the linear relationships among the observed
variables and model the normal pattern of sensor
data. The technique is augmented with mahalanobis
distance measure to detect and isolate the inconsistent
data.

4.1 Factor Analysis

Factor Analysis (FA) technique is used to identify the
correlated relationship among the set of variables.
The hidden model helps to analyze the multivariate
data. It is used to expose the dimensions of a set of
variables and larger number of variables to a smaller
number of factors [JW98, ABO06]. Factor analysis
deals with a set of interpretations obtained from a
given sample, analyzing the set of data with their
correlations and evaluate the deviation compared
with previous samples.

Factor analysis is decompositional in nature in that it
identifies the underlying relationships that exist
within a set of variables. Factor analysis creates
groups of metric variables (interval or ratio scaled)
called factors. A factor is an underlying quality found
to be characteristic of the original variables. Two
types of factors exist. Common factors have effects
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shared in common with more than one observed
variable. Unique factors have effects that are unique
to a specific variable. Being a branch of multivariate
analysis, Factor Analysis offers a conceptual
framework within which many disparate methods can
be unified and a base from which new methods can
be developed.

Let X be the observable random vector with m

variables X, X,,,. .. X, that have mean ¥ and

covariance matrix z . The factor model postulates
that X is linearly dependent on a few unobservable
random variables Fy, F,... F,, called common factors,
and m additional sources of variation e, €s... en,
called errors, or specific factors. The factor analysis
model is as follows:

Xo—p =0 F o+ F+E
Xp, =L F 41 F ot F o tE,

N, o—p =0 F+I F+--+I F +&

or, in matrix notation

X-p=LF +e

The coefficient"U', is called the loading of the ith
variable on the jth factor, so the matrix L is the
matrix of factor loadings. The ith specific factor #: is
associated only with the ith .response®: The p
deviations ¥ ~He X THe XL T gre expressed in
terms of m+p random variables Fy, F.... Fy, ey, es...
em, Which are unobservable. |If assume the
unobservable random vectors F and e satisfy the
following conditions:

E[F]=0, CoF)=E[FF'] = I

|‘.I'I ” - 0 |

P [ " A

Ele)=0, Cove)=Elee’] =2 =|° ¥ o
0 0 W

Cov(e,F)= E[eF"]=0

The orthogonal factor model implies a covariance
structure for X. From the model

(X -piiX-p) =(LF +e}LF +¢)"

=(LF +e}{LF)" +e")
=LF{LF)" +e(LF)" + LFe" +e¢’

So that,

T =CowX) = E(X~p)X -w)T
= LE(FF")L" + E(eF")L7 + LE(Fe') + Efee’)
= LL +7

From the covariance calculation,

(X -p)F" =(LF +e)F " = LFF 7 +¢F" | o,

CoviX,F)=E(X —p)F" =LE(FF" 1+ E{eF }=L.

Thus, we can get covariance structure for the
orthogonal factor model:

1. Cov{X)=LL"+7 oor
VarX =1, -+l +y,
ColX X, =11, v+ I,
2, CoviX,F}) =L or
CoW X, F)=I,

The portion of the variance of the ith variable
contributed by the m common factors is called the ith
communality.

4.1.1 Methods of parameter estimation

The principal component factor analysis of the
sample covariance matrix S is specified in terms of its

eigenvalue-eigenvector pairs 424224 where,
(A.8).04,.8 )4, .8
Let #=" pe the number of common factors. Then

the matrix of estimated factor loadings {lii} is given
by

T IR P Fr

the estimated specific variance are provided by the
S=LL

diagonal elements of the matrix SO
W, 0 0]
- |0 w, O 0O )
i b . {_ : with 5 i
0 0 oy,

Communalities are estimated as
R =104} 44l
The principal component factor analysis can also be

applied to the sample correlation matrix R. For the
principal component solution, the estimated loadings
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for a given factor do not change as the number of

factors is increased. For example, if p=1, L=[yAe]
and |f p:2 [‘:[ilr"]"_laﬂ‘ulrj_'zézll Where { .r-i”ll.-‘,] and

(WA2.€)  are the first two eigen value-eigenvector

pairs for S (or R). The principal component method
satisfies

¥ = LL"+0=LL'

Factor scores are estimates of values for the
unobserved random factor vectorFi , J= L. n. That is,
factor scores

f = estimate of the values

i Since the
unobserved quantities fi and €, outnumber the

observed Xi , Some approaches to estimating factor
values have been proposed including the weighted
least squares method and the regression method.

f attained by F

[ =(L'L)'Li(x -5

where,

is the sample mean.
4.1.2 Shaping the quantity of factors

The number of factors can be determined based on
the following approaches.

a) Kaiser decisive factor: The Kaiser decisive factor
is the default method to detect number of factors. It
eliminates all components with eigen values under
1.0. But it is not suitable when used as the so single
threshold value is used for factor estimation.

b) Screen scheme: The screen scheme plots the
factors as the X axis and the corresponding eigen
value as the Y-axis. The eigen values drop when the
curve makes an elbow toward less steep decline,
screen test says to drop all supplementary factors
after the elbow.

c) Variance explained principle: Common rule for
keeping factors to report for 90% of the variation. In
this principle correlation based factor dropping
method is followed. Threshold is set based on the
dependent variable. A very small factor can have a
large correlation with the dependent variable, in
which case it should not be dropped. In this paper,
numbers of factors are selected from factor analysis
by using variance explained criteria.

4.2 Mahalanobis Distance

Many multivariate techniques applicable to anomaly
detection problems are based upon the concept of

distance. The mahalanobis distance is a well known
multivariate distance metric defined as the distance of
a vector from the centroid in the multidimensional
space, defined by the correlated independent
variables. If the independent variables are
uncorrelated, it is the same as the simple Euclidean
distance. Thus, this measure provides an indication of
whether or not an observation is an outlier with
respect to the independent variable values [JW98]. It
is a useful way of determining the similarity of a set
of values from an unknown sample to a set of values
measured from a collection of known samples. When

there are two groups with Xi and *i which follows
multivariate normal distribution, then, Mahalanobis
distance is given by the following formula

1

d;; = ((Xu - Xj]TS_i(Ki - X ))E

S is a correlation coefficient between Xi and *i data
sets

Algorithm for Distance Calculation

(i) Determine the unknown sample scores from factor
analysis (*i)
(i) Calculate the centroid value of each variable

(iii) Calculate correlation s and mean (*i ) of the factor
score.

(iv) Finally, calculate the mahalanobis distance */ from

the center of the data.

5. OUTLIER DETECTION PROCESS

In this paper, we propose combined mahalanobis
distance with factor analysis to detect outlier data in
WSN. Our proposed technique enables the aggregator
in network to identify the new arriving data
measurements from its members as normal or
abnormal. Using the naturally existing correlation
among the sensor readings, the aggregator can
efficiently detect the local outliers.

The algorithm for implementing the proposed outlier
detection as follows:

Algorithm for Outlier Detection

Input: Sample vector v representing a test event,
threshold for mahalanobis distance.

Output: Decision onv,
«Compute the factor scores of v
+Compute mahalanobis distance(d1) of v
«If d1>d, v is an abnormal event, otherwise v is a
normal event.
Where, d is the distance of known event.
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The conceptual model of the proposed system is
illustrated in Figure 2. The algorithm is implemented
in two phases: the data modeling phase, that creates a
model of the normal condition of the monitored
parameters, and the outlier detection phase, that

detects anomalies by comparing the actual data with
the modeled one. During the data modeling phase,
FA is applied on the correlation matrix of the sample
data set and the first k most important factors are
selected.

Sample FA based Selection of
Training data |:> on K
Correlation | 7| factors
Modeling Phase
Mahalanobis Distance of
distance l::) tt}it dﬁl-'fﬁl(ctlﬁf = Test event 15 an
calculation Thresholdo dhnonal evend
withk factors | | Lriningdata
(td).
10 []vo
Sample Test Test event is an
data nonral event

Outlier Detection Phase

Figure 2. Conceptual Model

6. RESULTS AND DISCUSSIONS

This section specifies the performance evaluation of
our technique compared to the PCA with subspace
approach in [CP07] .We conduct experiments on the
real data gathered from a deployment of WSN in the
Intel Berkeley Research Laboratory [***]. The
protocol is simulated in Matlab and considers a
cluster as shown in Figure 3. The real data are
collected from a closed neighbourhood from a WSN
deployed in the Intel Berkeley Research Laboratory
as shown in Figure 3. IBRL data set obtained from 54
sensor nodes, namely node ID from 1 to 54, during
the four hours period collected on 1st March 2004
during the time interval 00:00am to 03:59am. We
consider three features namely temperature, humidity
and voltage. The closed neighbourhood contains the
node 35 and its 5 spatially neighbouring nodes,
namely nodes 1, 2, 3, 33, 35. The network recorded
temperature,  humidity, light and voltage
measurements at 31 seconds intervals.

We consider a simulation setup, where N sensors are
deployed over a particular region to monitor a

specified parameter. We assume the sensors
communicate in multi-hop fashion. The sample was
generated by multivariate dependency. We have kept
01 as the number of compromised nodes at a time
and €1 as the corruption rate that defines the rate at
which an adversary makes the data alteration.
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Figure 3. Sensor nodeé deployed in Intel Berkeley
Research Lab

The outlier was simulated by a function which alters
the measurements in sample according to the
corruption rate €1 .
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Figure 4. Factor Analysis Vs PCA approach

To obtain the model we have made 50 simulation
runs for zero® andCi. We evaluated the
performance using two metrics namely detection rate
and false alarm rate. Receiver Operating
Characteristics (ROC) curve is used to visualize the
tradeoff between the detection and false alarm rate.
Figure 4 compares the detection rate of the factor
analysis with mahalanobis distance to the PCA with
subspace approach for multiple outliers. In Figure 4,
the x-axis represents the faulty data rate and y-axis
represents detection rate for different cluster size C.
From Figure 4, we can see that Factor analysis based
approach is effective in detecting the inconsistent
data as the detection probability rapidly increases to a
high value (90%). While PCA approach offer only an
average of 85% detection rate. Figure 5 shows the
detection rate of factor analysis for different data
alteration rate in different outlier percentage OL for a
fixed cluster size.

From the Figure 5, it is clear that it is effective in
detecting outliers even when half of the cluster nodes
in a cluster are faulty and found to maintain an
average detection rate of 90%.

Detection Rate(%)

10 20 30 40 50 g0 70 80 90 100
Data Alteration level (%)

Figure 5. Detection rate for different outlier percentage

CONCLUSION

In this paper, we have proposed an outlier detection
technique based on factor analysis and mahalanobis
distance.  Factor analysis describes the ordinary
network behaviour by discovering the hidden
structure of them. It also reduces large number of
dataset into a smaller number of factors. The
Mahalanobis distance is used to determine the
“similarity” of network activities to the profiles. We
compare the performance of our approach with the
PCA and Subspace approach using real data of the
Intel Berkeley Research Laboratory. Experimental
research shows that our approach gives better
performance for outlier data and does not require
outlier free training data to design model. Based on
comparative results that we obtained, we conclude
that our proposed  methodology  improves
significantly the anomaly detection capabilities,
especially when compared against conventional
principal component analysis based anomaly
detection approach.
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