Anale. Seria Informatica. Vol. VIII fasc. 2 — 2010
Annals. ComButer Science Series. 8" Tome 2™ Fasc. — 2010

Computerized Health Information System

Tiberiu Laczko
ibiscu iversi imi ani
,» Tibiscus” University of Timisoara, Romania

ABSTRACT: Today, medical doctors are dealing with more
complex diagnostic methodologies, and with increasing volumes of
medical information related to delivery of health care in various
medical centres and institutions around< the world: Modern
information technology offers new opportunities in the ability to
deliver cost-effective health care to patients, and in addressing the
challenges posed by increasingly complex procedures involved in
medical diagnostics and investigations.
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Introduction

The era that we live in today can be described as the "Information Age". No
matter what area of science and technology we look at, it is obvious that we
are dealing with an "information overflow" without precedent in the history
of mankind. Medical sciences are no exception, and recent advances in this
field would have been unthinkable, unmanageable and unattainable, without
the support offered by modern information technology.

Clinical practice in the medical field is confronted with an immense
volume of medical information, complex diagnostics procedures and
methodologies, as well as complicated legal frameworks, which are
sometimes specific to the geographical area where the Health Care Delivery
Organization (CDO — such as a hospital, medical clinic, or family
physician's practice) is located.

It is worth noting the terminology and conceptual differences between
North America and Europe, with regard to acronyms used in medical
informatics.
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Below is a list of North American acronyms:

e (DO (care delivery organization) - it is used to denote a generic
health-care delivery organization, such as a hospital

e EMR (electronic medical record) — usually means a computerized
legal medical record created in an organization that delivers care,
such as a hospital and doctor's surgery. Electronic medical records
tend to be a part of a local stand-alone health information system
that allows storage, retrieval and manipulation of records (source:
[wik**])

e EHR (electronic health record), or EPR (electronic patient record)
— it is an evolving concept defined as a systematic collection of
electronic health information about individual patients or
populations. It is a record in digital format that 1s capable of being
shared across different health care settings, by being embedded in
network-connected enterprise-wide information systems. Such
records may include a whole range of data in comprehensive or
summary form, including demographics, medical history,
medication and allergies, immunization status, laboratory test
results, radiology _images, and.  billing information (source:
[wik**])

e PHR (personal health record) --a health record that is initiated and
maintained by an individual. An ideal PHR would provide a
complete and accurate summary of the health and medical history
of an.individual by gathering data from many sources and making
this information accessible online to anyone who has the necessary
electronic credentials to view the information (source: [wik**])

For a discussion of EMR versus EHR in terms of conceptual meaning,
please read [him™**].

In addition to the acronyms listed above, in Europe we note the usage
of the term HCE, which means Health Care Establishment (similar to the
North American counterpart CDO) — such as a hospital, or medical doctor's
practice.

In Europe, the acronyms EHR and EPR are used more frequently
(versus EMR), although the context in which they are being mentioned can
sometimes be confusing or unclear, with regard to their specific semantic
meanings. For example, EHR could mean something in a specific North
American context, but it could imply something quite different, when
utilized in a European context. Therefore, it is always important to clarify
the intended meaning of all the acronyms used, in order for the reader to
understand the accurate and "localized" context.
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There is no universal standard in the medical practice worldwide, with
regards to how the clinical observation notes, and medical diagnostics, are
being written on paper, and eventually stored into electronic form in
computer systems. Various legal requirements worldwide might dictate that
"hard copies" (i.e. printed copies, or written paper notes) be kept archived
for a number of years, even if medical doctors utilize computerized systems
for storing patient, clinical and diagnostic information in electronic formats.

With all the proprietary computer systems available on the market for
medical professionals to utilize in their daily practice, it is important that
universal standards be defined and adhered to, in order to facilitate the
exchange of medical and patient information between the various
institutions involved in providing and administering health care, such as
hospitals, medical doctor's practices, surgeon's clinics, insurance companies,
pharmacies, medical laboratories, government agencies (where health care is
paid for, at least partially, by government programs funded with public
monies). Such standards should clearly definethe meaning and attributes of
electronic medical and health records, and their specific utilization among
all the actors involved in providing and administering health care at a
national or regional level.

Also, these standards should emphasize the format and attributes of
the information needed to be stored and exchanged, while at the same time,
be flexible about how specific vendors would implement the physical
storage details of such information. In other words, such standards need to
be generic enough, and be defined at a level high enough, in order to allow a
market of compliant software vendors and implementers to develop and sell
software, without dictating the actual implementation details of how those
information systems should function: good standards should define the
interface = of communication between systems, but leave the
implementation and storage details, open to the software developers
and vendors.

By defining the interface of communication between systems, but
leaving open the actual data storage and system implementation details, it is
possible to allow for a heterogeneous environment and market to develop,
where multiple vendors follow clear interface and communication formats
and standards for system development, while at the same time having the
freedom to implement those requirements using the technological platforms
of their own choice.

This freedom of choice in implementation, offered by well-thought-
out "generic" standards, also is applicable in regards to how those medical
records are actually being stored on media within the systems.
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1 Proof of concept for a Computerized Health Information System for a
generic Health Care Provider in Romania

This paper introduces the reader to a "proof of concept" client-server
application, designed to be used within a generic organization providing
health care in Romania, as part of the National Health Care System. The
application is generic and yet customizable enough, to be able to function
within almost any kind of health care provider, such as a Family Physician's
practice, a Hospital, or a Clinic for diagnostic and treatment of disease.

The application is based on a multi-user, two-tier client server
architecture, consisting of several Windows-based thick clients, connected
to a central Oracle database, where the actual patient and clinical data is
being stored (see Fig. 1).

The Windows client application has been implemented using the
development environment Sybase Powerbuilder version 10, and has been
deployed as a compiled, 32-bit Windows executable application.

The database server has been implemented on an Oracle 10g RDBMS,
where the patient and clinical data are being stored.

In order to ensure data integrity in a multi-user environment, the
"optimistic locking" approach has been. implemented, by using timestamp
columns stored in database tables, as "witness values" which are used to
detect whether database records have been modified in the time interval
from reading until an update attempt is made (see Fig. 2 for logic
flowchart). Triggers automatically update the values of the timestamp
columns whenever an update or insert is performed against certain database
tables. The whole process is transparent to the user, who is alerted only
when there is a mismatch between the local and the database version of the
data record being updated (see Fig. 4 for example).

The main window of the application is organized into three main
areas, which are logically interconnected from top to bottom, in master-
detail arrangement (see Fig. 3). The top area represents the list of patients;
the middle area represents the medical folders associated with a specific
patient, and the bottom area represents the list of observation records for a
specific patient, and for a specific observation record. Whenever the user
clicks on a specific patient, the middle area is refreshed automatically with
the list of medical folders for that patient; then, the first row in the list of
medical folders is selected automatically, and the bottom area is refreshed
with the list of observation records for that patient and for that medical
folder. When the user clicks on another row in the middle area, the bottom
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area is again refreshed with the list of observation records for that patient
and for that medical folder.

oY O ®
(Y ( ()

User_1 User 2 = ooeeeees User_n

LAN (ethernet) ,

Database
server

Figure 1. High-level layout of multiuser, two-tier client-server application with
several users and thick-client applications, connected to one database server

On the right side of each of the three main areas on the screen, there are
various command buttons, which, upon pressing or clicking, shall invoke
functionality specific to that region on the screen (such as viewing or editing
patient, medical folder or observation record information) — see Fig. 3.
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Figure 2. High-level logic workflow when updating a database record,
using "optimistic locking'" approach

For example, in the top area of the main screen (see Fig. 3), we can
invoke the following patient-specific functionality: view / edit patient
details, add new patient, refresh patient list from database, search for a
patient.
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Figure 3. Main window in the application, with top-down, master-detail lists of
patients, their medical folders, and the associated observation records

In the middle area of the main screen (see Fig. 3), we can invoke the
following medical-folder specific information: view / edit / add medical
folder, refresh list of patient-specific medical folders from database.

In the bottom area of the main screen (see Fig. 3), we can invoke the
following specific information for an observation record: view / edit / add
observation record for a specific patient and medical folder, refresh list of
patient and folder specific observation records from database.

For the sake of brevity, the patient / medical-folder / observation
record specific functionality is not presented in this paper. It is worth noting
that one element of novelty consists in the ability for the user to view both
changes to the local data record, as well as changes to the database record,
in case there is a mismatch between the two records, at the time of update
(see Fig. 4 for such a warning message being presented to the user).

Legal information for screen captures presented in this material (see
Fig. 3 and Fig. 4): all patients, personal and clinical data presented on these
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screens is fake, and does not represent actual physical persons. Screen
captures have been converted to black and white for illustration purposes.
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Figure 4. A warning message is presented to the user, in case when
there is a mismatch between the local and the database version
of the data record being updated

Conclusions and considerations for future work

The implemented prototype aims to be generic enough for usage in
almostany kind of health-care organization, such as a Family Physician's
practice, a Hospital, or a Clinic for diagnostic and treatment of disease.
However, depending on the intended use, certain customizations and
additions in terms of functionality would be necessary and unavoidable.

The following features have not been implemented, for practical
reasons and due to time constraints, in this limited-functionality proof-of-
concept application:

e Ability to interface with other computer systems, such as the
National Medical Insurance House, to exchange patient and medical
data

e Ability to keep a historical log of changes done to any of the medical
records on file, for audit and legal purposes
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e Ability to calculate and issue medical bills for services provided, and
to reconcile with payments received

e Ability to keep evidence of internal and external transfers of patients

e Ability to capture and store multiple medical notes for a specific
observation record belonging to a certain patient and medical folder

e Ability to perform statistical analysis of stored data

e Ability to generate and print reports

e Ability to print, import and export data, such as patient, medical
folder and observation record data

e Ability to import, export and maintain static data related to definition
of medical diagnostic groups, and the corresponding medical
diagnostics, as per international standards.

e Ability to define roles and responsibilities specific to different
medical occupations (i.e. a medical doctoer should have different
privileges than a medical nurse).

e Ability to import, export, store and visualize X-ray, MRI and other
visual diagnostic data

e Ability to import, export, store“and manage data related to various
laboratory tests, investigations and procedures

e Ability to import, export, exchange, store and manage data related to
medical prescriptions.

In the future, one area of new functionality that should be addressed
before all others, is the ability to interactively define security profiles within
the application, which are specific to different medical occupations (i.e. a
medical doctor should have different privileges than a medical nurse, in
terms of what he or she is allowed to edit and view in the application).

This involves making changes to the underlying data model in the
oracle RDBMS, as well as functional changes to the database code, and to
the application code.
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